
Unlock new opportunities  
for your business with 
Kaspersky Smart Factory
A testbed for simulating 
real attacks on factory 
infrastructure and applying 
Cyber Immune solutions 
on a small scale before 
implementation

The simulation depicts the ordering, production and 
delivery processes in digitized and networked process 
steps. The test environment consists of several 
technological modules:
• an input/output station with  NFC reader;
• a sorting line with color recognition;
• a high-bay warehouse;
• a vacuum suction grippers;
• a multi-processing station with a kiln and milling machine;
• an environmental sensor and a pivoting camera;
• a sorting section with color detection, an environmental 

sensor and a pivoting camera. 

 
 
 
Attacked by malware 

In H1 2023, the percentage 
of ICS computers on which 
malicious objects were blocked 
increased in:
• engineering and ICS integration 

(by 2 pp);
• manufacturing (by 1.9 pp);
• energy (by 1.5 pp).

Kaspersky ICS-CERT

https://ics-cert.kaspersky.com/publications/reports/2023/09/13/threat-landscape-for-industrial-automation-systems-statistics-for-h1-2023/
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Empower your business with Cyber Immune solutions 
to accelerate digital transformation
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The Cyber Immune Kaspersky IoT Secure Gateway, Kaspersky Thin Client, and IoT controller are natively integrated and together with 
our services portfolio cover all the cybersecurity needs of industrial enterprises and critical infrastructure operators.

Kaspersky IoT  
Secure Gateway 
Cyber Immune gateway 
based on the KasperskyOS 
operating system for 
efficient and secure digital 
transformation. Key element 
of reliable end-to-end 
digital services

Kaspersky Thin 
Client 
Product for building a 
manageable and functional 
Cyber Immune thin client 
infrastructure for secure 
connectivity to VDI

KasperskyOS  
for Mobile 
Mobile devices running 
on KasperskyOS enable 
secure management and 
monitoring of production 
processes

Kaspersky Industrial  
CyberSecurity 
A platform of natively 
integrated products and 
services designed to 
protect the operational 
technology layers of 
industrial enterprises
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