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KomnnekcHbi noaxon
K 6e3onacHocTN yaaneHHou paboTbl

NHdpacTpykTypa BUpTYyanbHbix pabounx ctonoe (Virtual Desktop Infrastructure,
unu VDI) napuT MHoxecTBo npeunmyLiecTs. OHa No3BONsSIeT aBTOMATU3NPOBaTL MPoLEecc
co3aaHns pabourx MecCT, YT OT XpaHeHNs 1 06paboTKu AaHHbIX Ha YCTPOCTBaxX
COTPYAHUKOB, BLICTPO BOCCTaHaBAMBATb paboyne CTaHLUM Nocne UHLMAEHTOB, U3 OOHON
TOYKM YNpaBAsTb yAaneHHbIMU paboumnmMm MecTamm U CHUXKaTb PUCKM aTak Yepes HIX.

KoHuenuwms VDI nogpasymMeBaeT, 4To COTPYAHUKM NOyYatoT CBOV paboyne NHCTPYMEHTI,
BUpTYyanbHble K, B B1ae Habopa nporpamm 1 AaHHbIX Ha yaaneHHoOM cepeepe. Yalue Bcero
L7151 NOOK/IOYEHS Y pabOTbl C HMK UCMOMb3YIOTCS CreLyanbHble TepMUHasbl — TOHKUe
KAneHTbl. OHUN 3HaUMTENBHO CHXKAIOT PUCKIM B 061acTn MHbOopMaLmMOoHHON 6e3onacHoCTH,
Tak Kak Ha paboumx CTaHLMSIX COTPYAHMKOB HE XPaHUTCS 1 He obpabaTbiBaeTcs MHbopMaLS.

ToHKMe KNNEHTbI NPOLLLE B aAMUHUCTPUPOBAHMMN 1 YNPaBNEHUM NO CPaBHEHMIO

C TPaAVLUMOHHBIMY MepCcOoHanbHbIMU KoMMbloTepammn. OHM ynpoLatoT paboTy
koprnopaTuBHbIX T-cnyx6: Te nmetoT drsnyecknii LOCTYN K pabounm cTonam,
HaxoAsLLMMCs Ha cepBepe KoMnaHnn. ONTrMasibHbl TOHKME KITMEHTBI U C TOUKM 3peHUs
SKOHOMWW CUM Y CPEACTB: MOXHO 06HOoBNATb [10 cpasy Ha Bcex TepMMHanax n3 ef4uHoro
LIeHTPa, a NX XXN3HEHHbIV LK/ ropasao [osblie, YeM Y 06blYHbIX MEPCOHAbHbIX
ycTpoicTs. K ToMy e TOHKNE KNMeHTbI NpeaHa3HayYeHbl A1 BbIMONHEHNS KOHKPETHBIX
3apay, 1 3a4acTyio UX PYHKLIMOHAN OrpaHnYBaeTCS NPOrpaMMHbIM 0BecrneyeHrem,
Heob6xoaMMbIM AN PaboTbl. STO NPEnITCTBYET NCMOb30BAHMIO TakKNX TEPMUHANOB

B JINUHBIX LIeNISIX COTPYAHVKOB, @ 3Ha4WT, CroCcobCTBYeT BONbLUEN pesynsTaTUBHOCTM

1 He AaeT NoMb30BaTbCs CTOPOHHVMM, BO3MOXHO, HELOBEPEHHBIMY PECYpPCaMU.

MNpw Bcem cBoem yno6cTee, popmat VDI cam no ce6e He MOXKET NONHOLLEHHO
obecneuynBaTb 6e30NacHOCTb U IEFKOCTb YNpaBJeHNs BUPTYanbHOM
nH$pacTpyKTypoOIii. Tak, B Cllyyae KOMMPOMETaLMMN NN 3apaxkeHNs TUMOBbIX 06Pa3oB Kak
TOHKMX KNMEHTOB, TaK W BUPTYasibHbIX MaLLWH KaX Akl 3amyckaeMblil 06paseL, onepaLyoHHOM
cucTeMbl ByaeT NpeAcTaBnsaTb Yrpo3y Ans BCeil koMnaHum. A gisi Toro 4tobbl, Hanpumep,
n36exaTb Oy6nMpoBaHNS BUPTYanbHbIX MalWH 1 ONTVMU3MPOBATb ayauUT YNpaBeHns
KOHPUrypaumsamu, TpebyeTcs HagexHas naeHTnduKaums scex coctasnstowmx VDI.

Kaspersky Secure Remote Workspace — HagexHoe pelueHve ansg nosHOLEHHOro
aAMVHNCTPUPOBaHNS MHPPACTPYKTYPbl TOHKMX KNMEHTOB nog, ynpasneHrem KasperskyOS.
OHo npepocTaBnseT cneayoLLme BO3SMOXHOCTM:

Ypo6¢TB0 1 93ddeKTUBHOCTL MCMONb30BaHUS KOPMOPaTUBHON NHGPACTPYKTYPbI
TOHKUX KIINEHTOB

JlerkocTb, rMBKOCTb 1 MPO3PaYHOCTb LEHTPaNN30BaHHOMO YNPaBIEHNs TOHKUMM
KNMeHTamu

CHuxXeHe 3aTpaT Ha pa3BepTbiBaHNe U 06CNyXMBaHNE TOHKUX KIIMEHTOB
COBMECTUMOCTb C Pas3NYHBIMU CUCTEMaMM BUPTYanisaumum paboUnx CToNos
(Microsoft, Ckana)
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Workspace opraHuyHo BcTpanBaeTcs
B HpPACTPYKTYypy MCMONb3yeMbIX
npoaykToe «JlabopaTopun
Kacnepckoro»

I___l Kaspersky
.=1\,. Thin Client

Depo Sky 270

RDP n Ckana-P BPM

PYTOKEH, SafeNet, JaCarta

PeweHne coctout ns TPexX AONONHAWMX ApYyr opyra KOMMNOHEHTOB.

Kaspersky Thin Client Ha ocHoBe 6e3onacHoii onepaLmoHHoli cuctembl KasperskyOS —
NPOLYKT, KOTOPLIV AenaeT paboTy C TOHKMMU KIMeHTaMn KoMdOPTHO 1 NpeackasyemMoii.
Ha nanHblli MomeHT Kaspersky Thin Client paboTaeT Ha annapaTHOM TOHKOM K/IMEHTE
Depo Sky 270.

MponykT Kaspersky Security Center — ocHOBHOI MHPPACTPYKTYPHbIV SNEMEHT
LieHTPanM30BaHHOrO yNpaBieHNs TOHKUMU KnneHTaMu. PaspaboTaHHblli A1 Hero
nnarvH Kaspersky Security Management Suite npenoctaenset Kaspersky Security
Center Bce HEOBXOAVMbIE UHCTPYMEHTbI AN HACTPOKM 1 aAMUHUCTPUPOBAHNS
MHPPACTPYKTYPbl TOHKUX KNIMEHTOB nog, ynpasneHnem Kaspersky Thin Client.
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MpopykTbl «JTaBopaTopum Kacnepckoro»

Kaspersky Thin Client
SawmTa TOHKUX KJINEeHTOB ansi 6esonacHom
BUpPTYyanbHOW MHPPACTPYKTYpPbI

MpoaykT Kaspersky Thin Client Ha ocHoBe KasperskyOS npeBpatiaeT ToHkue
K/IMEHTbI B HAAEXHBIV 1 N1erko ynpasnsgeMblii anemeHT koprnopaTtusHoii VDI

BoamoxxHocTM n npenmyuiecTea

Mopnepxka ABYxbaKkTOPHON ay TEHTUDUKALIMM B TOCTEBBIX ONEPaLMOHHbBIX CUCTEMAaX
KoHTponb nogkoyaeMbix yCTPONCTB

Yno6Hblli rpaduyecknii uHTEpdeic TOHKUX KTMEHTOB

LleHTpannsoBaHHOE aBTOMaTU3NPOBaHHOE OBHOBNEHKE 0BPa3sa OC Ha TOHKMX KIIMEeHTax
YnpaBneHue cepTudurkaTamm 6€30nacHoOCTM

I/IHTerpau,vm C TEXHOJIOTMYeCKMMmn napTtHepamvu

Depo Sky 270 — 6a3oBas Moaenb NOAAEPXKMBAEMOrO TOHKOTO KNMEHTa

MopkntoyeHne K BUPTyanbHbIM pabounm ctonam no npotokony Microsoft RDP 1 k BupTyanbHbiM
MalmnHam B cucteme supTyanusaunn Ckana-P BPM

Pa6oTa ¢ cambiMy pacnpocTpaHeHHbIMW HOCUTENSMI KITOUYEBO MHPOPMaLIN.
Mpo6poc USB-ycTpoiicTs (mass storage, tokens, smart cards)



Kaspersky

T4t Security Center

NuTtepdeiic Kaspersky Security
Center

HocTyn Ha ocHoBe ponei
MpocToe macwTabuposaxne

Pacwupsiemas apxutekTypa

mMbkag cunctema oT4eTHOCTU

Kaspersky
Security
Management Suite

Kaspersky Security Center

Ll,eH'rpamnsoBaHHoe ynpasneHne n MOHNTOPWHI
TOHKMX KJINeHTOB

MponykT Kaspersky Security Center B cocTtase peleHus Kaspersky Secure Remote
Workspace — yno6bHas nnatdopma 4ns LeHTpann3oBaHHOro agMUHUCTPUPOBaHNS
NHOPaCTPYKTYpPbl TOHKUX KNMEHTOB Ha 6ase Kaspersky Thin Client.

B ero cocTtaBe ecTb BCe MHCTPYMEHTbI U TEXHONOM U, HEOBXOAMMBIE [, Ierkoro
nepexoaa KOMMaHWM Ha paboTy C TOHKUMU KNMEHTaMU, a Takxe Afis UHTerpaLmm
¢ Apyrummn npoayktamu «JlabopaTtopuu Kacnepckoro».

Maners MorHTopRT 8 Budopen coburmh

Cortanme Honue yerpedera
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aMGGAEE PACHDOCTRANENIG JTROIM C Hamtionee MpamEren yCIDORCTES

BoamoxxHoCcTM n npenmyiecTea

MOoHWTOpPWHT, KoHbUrYpUpOBaHMe 1 [OCTaBka OBHOBNEHW ANg TOHKNX KIIMEHTOB U3
€[MHOTO LeHTpa

ABTOMaTNUecKas perncTpaLmns 1 HaCTPOWKa TOHKMUX KIIMEHTOB NP NMOAKIIIOUEHNN

k nHdpacTpykType Kaspersky Secure Remote Workspace

LleHTpannsoBaHHoOe 06HOBNEHVE 0Bpa3a Ha TOHKOM KJIMEHTE

YnpaBneHve HacTpoiikamn ToHKoro knneHTa ns Kaspersky Security Center
LleHTpannsoBaHHbIi C60p CUCTEMHbBIX COBBITUI C TOHKMX KIIMEHTOB ANd ayanTa

N NCNPaBIeHNs HEMONaaokK

Kaxablii aiMUHUCTPATOP MOXET 06palLLaTbCs TOMbKO K TEM MHCTPYMEHTaM 1 AaHHbIM, KOTOpble
MMEIOT OTHOLLEHWE K ero ciyebHbIM 06s3aHHOCTAM

MacwTabrpoBaHue 6e3 N3MeHeHUs NepBoHaYanbHoM HacTpoiiku: ynpasnerue ao 100 000 ysnos
c nomoubto Kaspersky Security Center

YnpaBneHne TOHKUMU KMEeHTaMN MPONCXOANT U3 eAVNHOI KOHCOMMN ANS Pa3HbiX peLleHunit
«JTabopaTtopun Kacrnepckoro». Yao6Hoe noakiioyeHne AoNONHUTENbHBIX PeLLeHi

HacTpaviBaemble 0TUeTbI ¢ AMHAMUYECKO dunbTpaLmeil 1 COPTUPOBKOIA Mo NtoGomMy nonto

Kaspersky Security Management
Suite (nnarun)

NHcTpymeHTh Kaspersky Security Management Suite nossonsiot Kaspersky Security
Center ynpasnatb Kaspersky Thin Client, o6ecneuvBas nonHoLeHHoe GyHKUMOHPOBaHVe
Bcero peleHns Kaspersky Secure Remote Workspace.



Depo Sky 270

Cneundnkaumnga nogaep>knBaemMoro
annapaTtHoro obecneyeHus

OI'IepaLWIOHHaﬂ cuctema

Mpoueccop
RAM
XKecTkunin gnck

Bupeo n ayano

CeTeBag kapTa

1/0 nopTbi

Kopnyc

Oco6eHHocTn

KasperskyOS

Intel® Celeron® J4005 Processor (4M Cache, up to 2.70 GHz)

MNopnepxka namatn DDR4 2400 (2 x SO-DIMM). MakcumanbHbiii o6bem namaTtn 8 I'b

OpviH BCTpoeHHbI koHTponnep Serial ATA co ckopocTbio nepepaayun fo 6 [6ut/c

WNHTerprposanHoe Intel® UHD Graphics 600. iHTerpupoBaHHbIi ABYXKaHanbHbI 3Byk Realtek® ALC269

WHTerprpoBaHHbI rurabutHblin ceteBoi koHTponnep 10/100/1000 M6wuT/c
Wi-FI 802.1b/g/n

Pasbembl VGA / HDMI / DP ons noakmioYeHns Tpex He3aBnCHMbIX MOHTOPOB
CunTbiBaTenb Gpnew-kapT Ha nuuesoii naHenu (Tonbko Win10loT)

2 nocnepoBaTtenbHbix RS232-nopTa (1x OV/5V/12V, 1x RS232/RS422/RS485)

4 nopta USB 2.0 Ha 3apgHeit naHenn

2 nopta USB 3.0 Ha nepepnHeii naHenn

Pasbem RJ-45 nng nogkntoueHuns k nokanbHon cetn Ethernet

Pasbembl 3ByKoBOWA kapThl Ha NuLeBoii naHenu (Front Speaker/Microphone)
Pasbem gna nogknouenna Wi-Fi-aHTeHHb!

3arnywka onsa nogknoyeHns sTopoit Wi-Fi aHTeHHbl

1cnot M.2 Type M (2280) c nogaepxkoin NVMe n pexxumos PCle 3.0 x4, SATA 6 I'6ut/c
1cnot M.2 Type E (2230) c npenyctanoBneHHbiM Wi-FI-monynewm IEEE 802.11b/g/n

VMcnonHerwe: Ultra Slim Form Factor
Paamepbl kopryca: 165 x 45 x 200 mm (LLI x B x )
Pasmepsbl kopobku: 250 x137 x 255 mm (LU x B x )

B03MOXHOCTb rop30oHTanbHON YyCTaHOBKY, a Takxe kpenneHus VESA

BHelwHWI 6e3BeHTUNSTOPHbIN 610K NTaHWs MoLHoCTbio 40 BT

BoamoxHa onumoHanbHas ycTaHoBKa AOMONHUTENbHOM aHTeHHbl WLAN

B Mopenn oTcy TCTBYIOT BEHTUNSTOPbI, MONIHOCTHIO MACCUBHOE OXNaXAeHNe

Kensington Lock

KpoHuwTeiH VESA 75/100 MM — onsi KpenneHus Ha 3afiHel YacTh MOHUTOPA UN Ha CTeHY

MpeumywectBa Kaspersky Secure
Remote Workspace

MponykTbl B cocTaBe Kaspersky Secure Remote Workspace penatoT npocTtbim

1 6e360/1€3HEHHBIM NEPEXOS, C TSXKENIOBECHOM, YS3BUMOIA 1 CTOXHOI B yrNpaBieHnn
NHPPacTPyKTYpbl NOKasbHbLIX paboynx MecT Ha ropasao H6osiee NOABUXHYIO,
3aLLMLLEHHYIO 1 YOOBHY!O.

C NMOMOLLbIO HaWlero peleHny Bbl CMOXETE YBEPEHHO NoNb30BaTbCA BCEMU
npenvylwecTtBaMm TOHKUX KITMEHTOB:

OpHoBpeMeHHOe n3MeHeHre KoHbUrypauumii Ha Bcex TepMuHanax kopropaTtusHoii VDI
BricTpoe BoccTaHoBMEHME NOCTe CUCTEMHbIX cboeB

OKOHOMUS PeCypCOoB — [0 XXNBHEHHDIN LMK TOHKMX KJIMEHTOB 1 NpocToTa

NX 3aMeHbl

Ypo6CTBO BbINOMHEHWS OAHOTUMHBIX 38484 agMUHNCTPaTOPOB

YXop, 0T XpaHeHns UHGOPMAaLIMN Ha KOHEYHbIX YCTPOMCTBaX

KoHeuHo, aTo faneko He BCe, YeM MOXET BbiTb NMoneaHa HPPacTPyKTypa BUPTYasibHbIX
paboumnx cTonos. Kakvmu Gbl HY 66K Lienu koMnaxuu, BHeapstoweit VDI, pewerne
Kaspersky Secure Remote Workspace nomoxeT nerko ocBounTb aT0T dopmaT paboThi
1 MOMYYNTb OT HErO MakCUMyM BO3MOXHOCTE A1 YCrewHoro BeaeHns GusHeca.
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