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BonbwunHcTBO COBpPEeMEeHHbIX BblYNCNTEJIbHbIX CUCTEM, B TOM Yncne
B COCTaBe O6BbEKTOB KPUTUUECKU BaXKHOW UHPPACTPYKTYpPbl, UHTEPHETA
BeLIJ,eI‘/‘I n Mme>xKxmawmHHoro B3aI/IMO,D,eI7ICTBI/ISI, nmnmverT cneu,mcl)vlqecme
TpeboBaHus K 6e3onacHOCTU, 06ycnoBneHHble CBOCTBAMU 3TNX
BbIYNCANTENbHbLIX CUCTEM N 0COBEHHOCTSIMU UX UCMOSIb30BaHUS.

,D,J'I‘;'l BbIMOJIHEHUSA STUX TpG6OBGHI/II7I B CnctemMe OOJIKHbI ObITb peannsoBaHbl
TWwaTesibHO NpoAyMaHHble NONNTUKN B6esonacHocTw. Mx cTporoe co6mop,eH|/|e
nrpaeT K/to4YeByto posib B obecneyeHnn GesonacHoOCTU cucTembl. Ho ecnu
BOMPOC TOJIbKO B NONNTMKaX, TO NOYEeMy CUCTEMbI BCE eLLé HeBesonacHbI?

OnepaumnoHHble cMCTeMbl OBLLErO Ha3HaUYeHNs He MPUCNOCOBIEHb! ANg
NOLALEPXKM TOHKUX HACTPOEK MONNTUK 6E30MacHOCTN Kax4oro KPUTUYHOIO
npunoxeHns. A cuctema cneumanbHoOro HasHadyeHus cnocobHa obecrneunTb
NPYIMEHEHNE NONUTUK C ONPEeneNEHHbIMI rapaHTUSMM.

Ha pbiHke HabnopgaeTcs ePpuunT NPOAYKTOB, KOTOPbIE MOTY T MOAAEPXMNBATb
NPVIMEHEeHVEe PasNYHbIX MOINTUK 6E30MacHOCTM B 3alUMLLAEMbIX CUCTEMAX.
KasperskyOS nossonseT BOCNONHUTL 3TOT Npobers], NpefocTaBnsas BbICOKO-
HaO&XHylo 6esonacHyto nnaTdopmy, CocobHyto obecneunTb NPUMEHeHNe
NOBBIX Ha3HAUYEHHBIX MONUTUK A5 KPUTUYHBIX MPUTOXEHNIA.

Llenn

Llenb KasperskyOS — o6ecneunTb 3alLmTy NporpaMmMHbIX U UHPOPMaLMOHHbIX
CUCTEM OT BPELOHOCHOIO KOAa, BUPYCOB U Xakepckunx aTtak. ST yrpo3sbl MoryT
NPVBECTU K NOTEPE UK yTeuke KOHbUAEHLUMaNbHbIX AaHHbIX, CHUXEHNIO
NPOV3BOAUTENBHOCTU U OTKa3y B obcnyxusaHun. Kpome Toro, KasperskyOS
CHUXaEeT PUCKU, CBS3aHHbIE C OLUMBKaMM B MPOrpaMmMax, a Tak>Ke Co CryyaiHbiMu
U NpeaHaMepPeHHbIMN NOBPEX AaloLLVMN AEACTBUSIMM.

OcobeHHOCTH

H-aAapo. MVH1Ma bHbI 06beM KoAa, OCTATOUHbIN A9 PaBoThl MEXaHU3MOB
gapa, no3songeT obecneuntb 6onee CTPOruii KOHTPoOsb kadecTBa koga OC.

FapaHTupoBaHHas nzonsauusa. CvctemMa rapaHTMpyeT N30aaumuio LOMEHOB
6e30MnacHOCTU 1 OTAENEHNE CBONCTB 6€30MacHOCTU OT GYHKLIMOHASbHbIX
KOMMOHEHTOB.

YHuduumnposaHHbIii MexaHU3M meXxnpoLleccHoro Bzanmopeiicteus (IPC).
Mukposapo obecrneumBaeT Hanmume eguHoOro MmexaHmama IPC.

CTporo onpepeneHHble TUNN3NpPoBaHHble MHTepdeiichkl. [115 kaxaoro
MPWOXEHWS UKW ApaiiBepa AOMXKHbI OblTb CTAaTUYECKM ONPeaeneHsl
nHTepoelicol B3anmopeinctans. KSS nposepsieT koppekTHOCTb Bcex IPC
COODBLLEHNI B COOTBETCTBIN C 3TUMU ONpefeneHnsaMm nHTepdeiicos.

CraTtunyeckas HacTpoiika 6e3onacHocTn. Bce npouecchl n gocTynHble
AN HAX TUMbl B3aMOAENCTBUI 3apaHee HacCTPOEHbI 1 BbiBEPEHbI 1O Havana
paboTbl CUCTEMBI.



Hawe peweHne
no3BONsieT caenartb
cuctemy 6e3onacHoii,
He CHUXasi Npu 3ToMm
€€ HafLé)XHOCTb.

MonHoe nocpepgHuyecTBo. BCce MexnpoLeccHble B3aMMoaencTeums
MPOXOAST Yepes MUKPOSAPO, KOTOPOE MPOBEPSIET MX C NoMoLLbto Kaspersky
Security System (KSS). KSS BbluncnsieT BepaAnkT 0 BOSMOXHOCTM OCTYNa,
PYKOBOACTBYSICb HacTpolikamu 6e3onacHoOCTu.

OTka3 no ymonvaHuio. Jlio6oe felicTeue, He NpeayCcMOTPEHHOE NONNTKaMM
6e30nacHOCTN, 3anpeLLEeHO MO YMONYaHUIo.

[OpaiiBepbl nonb3oBaTeNbCKOro npocTpaHcTBa. [lpaliBepsl, aapa

N MPUNOXEHWS N3ONMPOBaHbI APYT OT APYra; ApaliBepbl 3anyckaloTcs Kak
HeMnpVBMNErMpoBaHHbI KOA, 1 owrbKa B OAHOM ApaiiBepe He okasbiBaeT
HeraTMBHOIO B/IMSIHMS HA CUCTEMY B LieIOM. Tak>Ke eCTb BO3MOXHOCTb
OrpaHVYnNTb JOCTYN ApaiiBepa K PU3nyeckomy yCTpomncTsay.

Kaspersky Security System

OnHum 13 Hanbonee BaxHbIx koMmnoHeHTOB KasperskyOS asnsieTcs

Kaspersky Security System (KSS). OTo aB1XOK, BbINOMHSIOLWMIA BEIYUCTIEHNE
BEPAMKTOB NMOMNTUK BE€30MacHOCTH, KOTOPLIN MOXET paboTaTb O4HOBPEMEHHO
C PasNUYHBIMU TUMaMU TaK1X NOAUTUK (PONEBON N MaHOATHbINA KOHTPOb
[OCTYynNa, KOHTPOJIb MOTOKOB YMNpaBfieHnsl, MOUTUKLA AOMEHOB U TUMOB,
NONUTUKM HA OCHOBE TeMMoparbHbIX NOrnk 1 fp.). KSS MoxeT BbiTb HAaCTpPOeH

B COOTBETCTBUW C KOHKPETHBIMU TpeboBaHmsMy 3akasunka. Yem 6ornee
LeTann3npoBaHbl NOIUTUKK, TEM BbILLE YPOBEHb KOHTPOSS 1 6€30MacHOCTM
BCEl CUCTEMBL.

Kaspersky Security System ocHoBaH Ha NpuHLMne naonaummn 6esonacHbix
KOMMOHEHTOB OT GYHKLIMOHANBHBIX B paMKax OaHON MHGOPMAaLMOHHOM CUCTEMbI.
Takoli noaxopf rapaHTVpyeT 6e3onacHyto paboTy CUCTEMbI HE3@BMCUMO OT TOTO,
Kak1M 0bpas3om peannaoBaHbl GyHKLIMOHASbHbBIE KOMMOHEHTbI, 1 MO3BONSET
co3aaBaTh JOBEPEHHbIE CUCTEMbI C UCMOMb30BaHNEM HELOBEPEHHbIX
KOMMOHEHTOB. B peaynsTate nonutuky 6e30nacHOCTN MOTYT BbiTb U3MEHEeHbI
6e3 BHECEHNS KakUXx-NMBo nameHeHui B GyHKLIMOHabHbIE KOMMOHEHTHI. KSS —
3TO 6onblLUe, Yem 3aLLMTa OT 3MT0BPELOB: OH TakXe NpeaoTBpaLLaeT HapyLleHne
npaBun 6€30MacHoOCTMW.

MpumeHeHne

KopriopaTusHble MHbOPMAaLMOHHbBIE CUCTEMBI
KomnbloTepHble cUCTEMbI CReLnanbHOro Ha3HauYeHNs
ViHTepHeT Bewel

WNHTennekTyanbHble aHeprocncTemsl
MNpombilneHHble cucTemsl

TenekoMMyHVKaLMOHHOE o60pynoBaHne
TpaHcnopTHbIE cUCTEMBI

OB6beKTbl KPUTUYECKM BaXXHOI MHGPaCTPYKTYpb



TexHunueckue Tpe6oBaHus

Tpe6oeaHusa k CPU:

Memory Management Unit (MMU);
|IOMMU (SDMA ons ARM) HacTosaTenbHO
peKoMeHayeTCs AN HaaexXHo N3onsLmumn
annapaTHbIX Pecypcos.

MoapepxnBaemas apxutekTypa:
x86,x86_64, ARMv5, ARMv7Z, ARMv8
nMIPS32.

MpoTecTupoBaHHbIe annapaTHbie
nnatdopmbi:

Intel Generic n Atom CPUs,

NXP i.MX6 (Solo, Duo 1 Quad),

NXP i.MX27, TI Sitara AM335x,

Tl Sitara AM43xx, HiSilicon Kirin620,
MIPS24k.

MuHumanbHbli 06bém RAM 3aBucuT
OT pelueHuns. PekoMmeHayembli 06bEM
RAM 128 M6.

MaTteHTbI

US 7386885 B1, US 7730535 B1, US 8370918
B1, EP 2575318 A1, US 8522008 B2, US
20130333018 A1, US 8381282 B1, EP

2575317 A1, US 8370922 B1, EP 2575319 A1,
US 9015797 B1, DE 202014104595 UL1.

MpeunmywecTtBa

MponprneTapHoe MNKPOSAPO N HE3aBUCUMbI ABUNXKOK,
obecneunBaowumii 6esonacHoOCTb

B ocHoBe KasperskyOS nexuT HanéXxHoe MUKPOSApO, KOTOPOe AoMnyckaeT
TONbKO OMNpPeAen&HHbIN cnocob B3anmopeicTemin. Byayun komnakTHbIM,
OHO MOXET MCMOob30BaTbCH Ha PasnnyHbIX NnaTbopmax. B To xe Bpems,
6e3onacHbIii ABUXOK, Byay4n cnabocBs3aHHbIM, MO3BONSET 3aMEHNTb
nponpueTapHoe 94p0 APYrM, ECAN 3TO HEOBXOANMO.

MHoroypoBHeBas COBMECTUMOCTb

Mockornbky cucTema no bonbluein yacTn POSIX-coBmecTrMa, Cnonb3oBaHNe
HaTuBHoOro APl 0aéT rapaHTuto TOro, YTo NoBeaeHne NPUNoXeHui ByaeT

BesonacHbIM. PaspaboTurk MOXET CaMOCTOATENBHO BbIBpaTh, Kak COXPaHUTb
BanaHc Mexay COBMECTMMOCTbIO MPOrPaMMHOro Kofa 1 ero 6e30nacHoOCTbIO.

O693aTenbHas uaeHTUPUKaLUa U MapknpoBKa

Bce npunoxeruns KasperskyOS nmetoT cBoto 6esonacHyto koHpurypauumio, 6e3
KOTOPOW yCTaHOBUTb X HEBO3MOXHO. AnnapaTHoe obecrneyeHre n pecypchi
YPOBHS MpunoxeHuii (Paiinbl, 6asbl AaHHbIX, CETEBbLIE MOPTbI U MP.) MapKMPYOTCS
COOTBETCTBYOWMUMN aTpnbyTamun 6esonacHocT. [TonyunTs LOCTYN K pecypcy,
He VMeloLLLEMY MeTKM 6e30MacHOCTH, TakXKe HEBO3MOXHO.

MopynbHas apxutekTypa

MopLynbHbI MOAXOA K apPXUTEKTYPE CUCTEMbI MUHUMU3UPYET pasmep
LLOBEPEHHOI KOJOBOM 6a3bl 1 MO3BOISIET MOCTPOUTb KaXAoe OTASNbHOe
peLleHne Ha UHAMBMAYaNbHO OCHOBE.

Be3onacHas apxutekTypa npunoxxeHumn

ApXVTEKTYpa NPUIOXEHNA OCHOBaHa Ha KOMMOHEHTHOM Moaenu, Gnarofaps
YeMy pa3paboTka peLueHns CTaHOBUTCS NpoLLe 1 yaobHee.

Jlerko HacTpanBaemblie NOJINTUKN

HpOCTOVI A3blK HaCTpOVIKVI NO3BONFET NNIErko 3agaBaThb npasuna
MeXnpoueccHoro B3aMMOAENCTBUS U KOHTpOnN4 oocTtyna.

BoamoxxHocTb npoBepku

CTporoe cobnofeHne NprMHLMNOB 6€30MacHOCTY NPY NPOEKTUPOBaHNM
1 BHEOPEHUW CUCTEMbI NO3BONSET BepudnLmMpoBaTh 6€30MacHOCTb BCEX
peleHunii Ha 6a3e KasperskyOS.

MN3HauanbHO Be3onacHas cucrtema

KasperskyOS 6bina 3agymaHa 1 cosfiaHa kak 6e3onacHas. OHa ocTaeTcs
6e3onacHol B Te4YeHne BCEro CBOEro XM3HEHHOro LMKna.



— OnpepneneHue uenei 6esonacHocTn — MocTpoeHue mopeneii yrpos

1 cocTaBneHne Tpe6oBaHMii kK 6esonacHoCTU — OnucaHue apXUTeKTypbl CUCTEMBI
— OnucaHue cueHapmes BO3MOXHbIX HeNMPaBUbHbIX/ CO BCTPOEHHbIMU CpeaCcTBaMu 3aLwnThl
HenpasoMepHbIX A4eCTBUI 1 X NOCNeAcTBUI — TecTMpoBaHMe Ha MPOHNKHOBEHMNE

Be3onacHble cepBuUChI

TexHonorum 6e3onacHocTMn

BazoBble TexHoNnoOrun
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